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 In May, 2010, media reports broke about archived instant messages from then nineteen-year old 

Facebook CEO Mark Zuckerberg (Carlson, 2010) when he was still a student at Harvard University. In 

the exchange, he offered information to a friend on “anyone at Harvard,” boasting that unsuspecting 

students had submitted over four thousand emails, pictures, and more that he was willing to share with his 

friends. Questions about the privacy of online exchanges today are but one of several compelling reasons 

for educational leaders to consider the ethical nature of their behaviors both in- and outside of the 

workplace. We believe behavior expectations for leaders must extend beyond the school building and 

school day. This becomes especially apparent in today’s networked, cyber age. While we might define a 

difference between one’s private and professional lives, we peer into facets of modern life where that 

distinction is less clear. While critics may argue that in the educational community we deserve the freedom 

of partaking in activities prohibited in many schools such as drinking alcohol, smoking cigarettes, or bad 

exemplars of good citizenship outside of school, the nature of today’s connected society obfuscates natural 

barriers of privacy. Educational leaders—not unlike those in both public and private sector jobs—are 

models for their employees. Education leaders are also models for the students under their care. Hughes 

and Jones (2010) even illustrate a positive impact upon student achievement, based upon a school 

principal’s ethical behavior. In this essay we will illustrate three core considerations for supporting the 

extension of ethical and professional behaviors outside the educational leader’s world of school. 

 
Education is an Ethical Field of Work 

 First, education is a profession that has high demands of ethical and professional behavior. The 

Virginia Standards for the Professional Practice of Teachers (2008) defines six sets of standards for educators in 

public schools, including one on professionalism. It specifically states as a key element that “the teacher 
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models professional and ethical standards as well as personal integrity in all interactions” (p. 4). Examples 

of “professionalism” and “ethics” are further defined through several exemplars, including: “The teacher 

relates to administrators, colleagues, parents, and others in an ethical and professional manner, the teacher 

maintains a professional demeanor and appearance,” and “the teacher works in the best interest of students, 

school, and community” (pp. 57-58). The American Association of School Administrators likewise 

publishes a Code of Ethics (2011) for educational leaders, which includes specific behaviors: “Supports the 

principle of due process and protects the civil and human rights of all individuals,” “implements local, 

state, and national laws,” and “avoids using his/her position for personal gain through political, social, 

religious, economic, or other influences.” Many educational institutions also define their own rules and 

ethics for stakeholders, including staff.  

Professionalism and ethics may in fact help define leadership. Sergiovanni (2005) indicates that 

leadership is defined by a combination of  “management know-how with values and ethics” (p. 19). Values 

and ethics do not necessarily have to belong to just one portion of a person’s life. Solomon (1993) detailed 

Aristotle’s ethical concept as being one centered on collective good. He summarizes it to “view one’s life as 

a whole and not separate the personal and the public or professional, or duty and pleasure” (p. 105). We 

might find plenty of examples of leaders who did not hold true to an Aristotelian ideal of ethics. 

Having established a call for ethical and professional behaviors in schools for staff, we could 

suggest that standards for professionalism and ethical behavior are professional standards. Contrariwise to 

Aristotle, these standards are for how one does their job, and not for how one operates outside the 

workplace. A hedonist approach might suggest that any attainment of personal pleasure is warranted as 

long as we are not directly harming others. Can we imagine behavior celebrating self-interest that lacks a 

professional connotation? Or—what happens when the definition between work life and private life are 

blurred? 

 A 2006 investigation of Henrico County Public Schools school board member Jim Fiorelli 

revealed that a school-owned laptop used by the board member was used to access hundreds of 
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pornographic images and videos (Fiorelli, 2006, Meola & Martz, 2006). While it was determined that the 

nature of the images accessed were legal, using school equipment to access these materials would likely be 

deemed unethical following the district’s acceptable use policy. Details from the report do not indicate if 

the images were accessed by the board member, or by a son who had accessed his father’s computer with a 

stolen password. Morality aside, the story illustrates the blurring of professional life and private life when it 

involves tools owned by a professional entity such as a school district. The incident potentially had an 

impact on the school board member’s decision to run for a second term (Meola, 2007). The incongruence 

of choices and actions between professional and personal venues—especially when these venues are blurred 

by the tools and resources we share between them—is the first reason we believe professional, ethical 

behavior is required everywhere. 

Social Networking is an International Phenomenon 

 While the example cited regarding a laptop investigation was revealed to the public through 

traditional channels following an internal school district investigation, we next focus on the impact of 

social networking in modern society. We posit that the current behaviors exhibited through social 

networking websites both reflect personal and professional activities. Beyond using social networks for 

personal correspondence, entities such as businesses and schools also use these channels for communication 

with their stakeholders. Currently chief among the social networking services worldwide is Facebook 

(Schonfeld, 2008) with more than eight-hundred million active users, around two-hundred million from 

the United States (Facebook, 2011). The service, through its applications (or “apps”) for mobile devices 

and its website, allows members to provide status updates to their collection of peers, share photos and 

videos, and to comment on the published activities of others through a construct known as a user’s “wall.” 

Facebook and other social networks have impacted a significant segment of American society at-large 

(Watkins, 2009). These sites are an incredible new platform for communication and interaction in today’s 

networked society due to the sheer audience each represent. The American public is using social networks 
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and similar social services (Twitter, blogs) to communicate about everything (Shirky, 2008). Is everything 

being communicated always in our individual best interest? 

 While communication is often reflected upon as a positive behavior, social networks like Facebook 

do not discriminate between positive and negative forms of communication. Facebook contributes to 

information traveling quickly without physical boundaries. Social tools have been responsible for conveying 

breaking news in areas of the world where more traditional media has been silenced (Preston, 2011). Yet 

these same tools do not guarantee positive behaviors. In March, 2011, Facebook faced changing their 

commenting system for users because of a “frequently unruly comments space” on third party websites 

with which Facebook connects (New Zealand Herald, 2011). An article by Jim Giles (2010) detailed that 

despite membership in focused social groups through Facebook, the social participation online by subjects 

had no effect on members’ knowledge of the content that brought the subjects together. It also called into 

question the volatility of information posted by users when foreign nations placed pressure on Facebook to 

remove user data or their entire online account.   

Despite their popularity, social networking services are not inherently good or evil. The content 

shared from the services reflects the thoughts, photographs, videos, and opinions by a diverse and 

international population of netizens. What these social services have provided is a new phenomenon 

epitomized by popular marketing campaigns and the rapid diffusion of content like videos, where content 

“multiplies” to large numbers of online users, like a reproducing super virus spreading among host 

organisms. Singer Rick Astley said of his own 1980s music video going viral: “I think it’s just one of those 

odd things where something gets picked up and people run with it… that’s what’s brilliant about the 

internet” (Sarno, 2008).  

While school leaders may be able to harness the power of new online social tools to promote the 

positive things happening in their schools, they likely cannot control these same mechanisms when 

unsavory news strikes. For verification of this, excellent examples of the rapid spread of devastating news 

carried by blogs were summarized by radio host Charles Osgood (2005). These included the controversy 
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with Senator Trent Lott over comments he made regarding Senator Strom Thurmond and the demise of 

CBS news anchor Dan Rather over shoddy reporting. We therefore conclude that in today’s society capable 

of viral information dissemination, school leaders require cognizance of a need to qualify positively under 

any scrutiny of ethics and professionalism. While one method to adapt with social networking would be to 

avoid participation in these networks altogether, we believe it would be simpler to maintain ethical behavior 

standards in all walks of life. We cannot directly control what others may communicate about us using 

these same tools. Next, we look further into social networking and issues of privacy. 

The Privacy of Online Communication 

 Our final reason for supporting ethical and professional behavior by school leaders beyond the 

school day into their private lives relates to issues of privacy with online communications. With the arrival 

of what we have been calling the cyber age, social networking is redefining our society’s notions of what is 

private and what is public. Despite the public’s trust that communications like email online are private, 

almost all communication online travels between insecure channels, including one’s internet service provider 

and a variety of different web services (Abelson et al., 2008). Many users of social networks like Facebook 

rely upon the service’s own privacy controls that promise management of how other members and the 

public may be able to access the content you feed into the website. Facebook CEO Mark Zuckerberg 

reportedly took an evolved approach with privacy in leading the company to change its default privacy 

settings in 2010. “People have really gotten comfortable not only sharing more information and different 

kinds, but more openly and with more people. That social norm is just something that has evolved over 

time” (Zuckerberg, quoted in Kirkpatrick, 2010). Social norms aside, something must be wrong with 

privacy using popular online services like Facebook. Chris Peterson of the National Center for Technology and 

Dispute Resolution (2010) writes that “Some members of the popular social networking site have been 

shamed, expelled, fired, and even arrested because of content posted by them or their “Friends” [sic.] to the 

site.” Others have “experienced less dramatic but nevertheless uncomfortable social tensions” (p. 1). He 

goes on to cite five case studies from 2006-2009 (pp. 10-11) where Facebook users regret the information 
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they shared with peers online with negative outcomes. Helen Nissenbaum (1998) provides a plausible 

theory on our willingness to share intimate details with friends: “When information is judged appropriate 

for a particular situation it usually is readily shared” (p. 581). Shirky (2008) sees this as a natural extension 

of community, one that can be embodied in online social spaces like Facebook. The problem faced by 

those in Peterson’s cited case studies is that they were not expecting their news to go beyond their 

understood and self-defined private, social community. 

 The trend of social media becoming more public is chronicled by Matt McKeon from IBM 

Research’s Center for Social Software (2010). Specifically, McKeon tracked the default profile settings for 

Facebook between 2005-2010. The default settings for April, 2010, exposed almost all types of Facebook 

content with all Facebook users and the public, unless specific privacy settings are enabled (Figure 1). 
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Figure 1. Facebook Privacy Settings Infographic (McKeon, 2010). 

 

 
 In a television broadcast on CNBC with anchor Maria Bartiromo (2009) Google CEO Eric 

Schmidt suggested the answer to online privacy concerns was abstaining from any behavior that required 

privacy. We take a similar position to that of Google’s Eric Schmidt. Online social networks are efficient 

conduits for information exchange, but privacy settings that control what content goes where are not 

enough to ensure privacy. Default privacy settings of networks like Facebook, combined with the 

psychological disposition to share content within these new and emerging networks, together offer little 

barrier to public disclosure of content shared within or between these services. Because of this, we contend 

that the behaviors of school leaders maintain the standards set by state boards of education and national 

professional associations for school leaders in all venues—even those not defined by physical but instead 
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by virtual social spaces. The evolution of social networks today make them efficient dispersal mechanisms 

for information, with futile security measures for maintenance of ironclad privacy. 

Conclusion 

 We could have argued that education leaders deserve a private life without the strictures of an 

imposed moral code. Likewise, we might have advised to stay away from social networks to maintain one’s 

privacy away from work. Or, we might have suggested that social networking was fine for those breaking 

work expectations on their own time, and that we could trust the privacy controls of these popular online 

networking avenues.  

We believe educational leaders ought to maintain the same ethical and professional behavior 

expected of them in the workplace, outside of the workplace. Leadership, by some definitions, includes an 

adherence to ethics. Regional and national stakeholders and governing bodies (such as state educational 

agencies and professional organizations for school administrators) set this expectation for behavior. In the 

cyber age what is defined by professional and private life is becoming intermingled, and this trend is 

accelerated through the tools we use in both venues, including social networks. 

 Social networking services specifically offer the ability for end users to enjoy broadcast-style 

efficiency when they write blog posts, provide status updates, or share a video online. While these tools are 

efficient, they make no qualification as to the ethical or professional nature of the content being shared. An 

early draft of Virginia’s Guidelines for the Prevention of Sexual Misconduct and Abuse in Virginia Public Schools (2011) 

went as far as to suggest teachers have no contact with students using social media (Moe, 2011). These 

guidelines now state that “Local policies should ensure that electronic and online communications between 

employees, volunteers and individual students are transparent, accessible to supervisors and parents, and 

professional in content and tone” (p. 3). The transparency called for in those guidelines with regards to 

social media can extend to all communications emanating from educational leaders when ethical behaviors 

are maintained in tandem. 
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 As we have demonstrated, the shift in privacy within social networks like Facebook mirrors the 

trend in the deterioration of privacy espoused by technology industry leaders. As the world’s largest social 

network, Facebook has become a mainstream tool in our society’s toolbox for modern communication. 

Short of not participating in this online social revolution, education leaders instead can embrace the 

efficiency inherent through online social platforms. To do so they must maintain high standards of ethical 

and professional behavior beyond their work in schools. Education leaders of course may certainly lead 

moral lives outside of the school day despite the erosion of our society’s right to privacy. However in the 

interest of avoiding controversy with anything they say, do, or share outside of a student’s school day, it 

behooves education leaders to follow the advice of Google’s Eric Schmidt and avoid doing anything they 

may not want to share online. 

  In this light, education leaders can still enjoy benign behaviors like enjoying a beer in the privacy of 

their home after work with a newfound awareness that what takes place in the realm of digital, connected 

spaces is best avoided if it does not stay above a litmus test of moral turpitude. 
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